SES ENGINEERING Studio:

Security Management Basics

Keep the concept of requirements quality and leverage other Systems
Engineering activities by providing lifecycle management, traceability
management, verification, and validation support with the SES
ENGINEERING Studio.
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Introduction

This document applies to the 23.4 version of the product.

The SES ENGINEERING Studio is the main tool developed by The REUSE Company to manage
the systems engineering life cycle and requirements.

The SES ENGINEERING Studio allows any systems engineer to manage different types of
workproducts. From goals and high-level requirements to system or subsystem requirements,
risks, verification actions... On top of that, and thanks to the connectivity capabilities of the SES
ENGINEERING Studio, external repositories can also be connected. This includes, among others,
SysML/UML/Capella models, simulation models, MS Excel worksheets, MS Word documents,
requirements managed in many types of repositories (IBM DOORS, Teamcenter, Polarion...).

All in all, the number of different sources that are to be considered in a complex systems
engineering project is huge and, at the same time, maintaining traceability among all these
elements is key for the success of the projects and, in many cases, required by standards,
guidelines, best practices or recommendations.

Therefore, the SES ENGINEERING Studio provides mechanisms to identify all the different
documents (models, physical documents, and other types of containers of engineering
workproducts) that conforms a project, and to define the different semantics of the traces to
be eventually created among the items contained in those elements. All this, in most of the
cases, without even opening the source tool where the items were created and managed.

This tool is designed to group all Engineering Suite capabilities using only one interface. The
capabilities supported are related to quality management, verification and validation, life cycle,
and traceability, among others.

Specifically, the capabilities included are:
e LIFECYCLE Management
e Quality Assurance: RQA — QUALITY Studio
e V&V Assurance: V&V Studio
e Traceability Management
e Knowledge Management: KM — KNOWLEDGE Manager
e Requirements writing assistance: RAT — AUTHORING Tool

All these capabilities are interdependent through the SES ENGINEERING Studio, but the
customer may contract some of them separately. Because of this, each capability has its user
guide, supplied to the appropriate customer as contracted.
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This guide refers specifically to the Security Management capability. You can use the SES
ENGINEERING Studio using the MS Windows authentication, but it has also in-built a capability
to manage authentication and access control to the different features of the tool. This is
accessible at the repositories home menu:

Test License

Configure Authentication

Clear Authentication

FIGURE 1
Choosing Configure Authentication allows the user to select the authentication preferred.

D SES ENGIMEERING Studio — x

Authentication

SES Authentication -Windows Authentication

User:

| SESAdministrator ‘

Password:

| .......... ‘
- |

FIGURE 2

In any case, you can use the Security Management capability to select the functions and features
each user is permitted to execute inside the tool.

In this guide, we are detailing the basics, options and concepts related to this capability. For
more information, please, use the SES ENGINEERING Studio: User Guide.



Objectives of the Security Management

- [ERYE

The Objective of the Security Management tool is to provide security control to the whole
operational environment of SES ENGINEERING Studio.

Through the creation of roles, execution permissions can be assigned on specific functionality
operation. These roles contain sets of users or Active Directory rules and may be assigned to
individual operations or to groups of operations that are related.






Security Philosophy in SES ENGINEERING
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It is possible to set from the SES Server tool an execute permission for all functionality
operations. This permission consists of allowing or disallowing the execution of operations for
all users as long as there are no security modules (to be explained in 5.1 in this guide).

This execute permission is set for the first time during the SES Server installation. Following, the
step where this permission is configured during installation is shown.

E Setup - Systems Engineering Suite Server - *

Security permission
Functionality execute permission by default

Mext, the default functionality execute permission must be set. This will be the
permission that users will have in case of not configuring a security module

(®) Allow to execute functionality:

() Do not allow to execute functionality

< Back Cancel

The assignment can be modified from the Security Management section on the SES Server as
it is shown in the next figure:
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There is a default user with the ability to execute all functionality operations. This user is:
SESAdministrator and will have permission to execute the operations as long as there is no
security module created and the default permission configured on the SES Server is "Allow".

If there are security modules created, this user will have to be given specific permissions in the
corresponding module operations.

NOTE: It is a good security practice to change the default password for the SESAdministrator
profile.



Security Levels: at Application / at Connection

Security configuration via modules is set at two possible levels:

e Security at application level: Security control of global functionality in ENGINEERING
Studio tool

e Security at connection level: Security control of functionality set to specific Connectors
affecting all the modules included in the derived Connection.

Please, to know more about Connectors, Connections, and Connection modules please refer to
the SES ENGINEERING Studio: User Guide.

SECURITY AT
APPLICATION LEVEL

SECURITY AT

CONNECTION LEVEL
— rij‘

FIGURE 5






Concepts

The Security Modules contain the assignment of users to functionality execution permissions,
therefore, are used to perform the security control of the execution of operations and also
custom codes.

Types of Security Modules:

At application level: to manage security for global functionality and custom codes. For
example: create, edit or delete connectors, open an interoperability module or assign a
role to a specific operation

At connection level: to manage security functionality for specific connectors. For
instance: run RQA metrics, create a workproduct, or run a project lifecycle.

Templates: to be used to create a Security Module at connection level after assigned
permissions to Roles.

Roles are used to store a set of users. These users can be:

KM Users: Users created with TRC tools, and stored in the Repository or Knowledge
database

Active Directory rules: Users, machines, and user groups of Windows security system,
including a combination of those elements

An operation represents the executable functionality of the tools. For instance, calculate metrics
with RQA — QUALITY Studio, modify requirements in SES ENGINEERING Studio.

Executing operations can be grouped in terms of the application domain as a way for simplifying
the security administration of one specific tool or application.
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Concepts for Managing Security in SES

To manage security, we have a metamodel or a conceptual model, representing the
relationships between the concepts presented in chapter 1, as shown in the next figure:

i Assigned to
Security Module Functionality 4‘2{ '

+ Application + Groups of « Users

+ Connection Operations . Active

+ Template * Single Operations Directory

Rules
Users
Groups
Machines
FIGURE 7

Example of a security management workflow:

e First, we create sets of Users and Active Directory rules through Roles, as shown in the

next figure:
Role | Role 2
User | User2 User3 Group-AD Rule User | User 6 User - AD Rule
FIGURE 8

e Second, we create an Application Security Module that contains different tool operation
groups, as shown in the next figure:
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Application security module

- Tool aperation graup -1

B oo

£ Operaton - 1
B Operatien - 3
5 Operaticn - 4
2 Operation - §

Toal operation group -2

B oo

e After that, we must assign roles to operations or operations groups, as shown in the next

figure:
Application
security module
Tesel aperation graup -1 Rale |
[EI £ Gperation - | ,cf:l — | A User |
£ Operacen - 1

E——
= / A User2
- Gpemend H User 3
5 Operaticn - 4

@ Group
£ Operaticn - §
Toal operation group -1 \

F{Q — | A User |
[(I.E.I 8 Operation - 1 A Userd

& Operation -1 @ Llser

The result is that the users can execute the following operations:



Concepts for Managing Security in SES

Operation - | Operation - |
. Operation - 3 Operation - 3

Operation - 5 Operation - 5
. Operations in group 2

Operation - | Operation - |
Operation - 3 Operation - 3
Operation - 5 Operation - 5

AD Rule User

Operations in group 2 Operations in group 2

FIGURE M

Notice that, for example, the user 1 can execute operations 1, 3, and 5 and all the operations in
group 2 (operations group 2) since this user belongs to both roles.

As mentioned above, there are security modules at the application level and at the connection
level. This section will explain the different levels of permission control based on these settings.

The first check when a functionality is executed is if there are security modules. If they don't
exist, it checks the execute permission set on the server. If it is set to "Allow" the operation can
be executed, if it is set to "Not Allow" the operation cannot be executed.

In the case of existing security modules, first it is verified that there are modules at the
connection-level.

If there is a module at the connection level, it is checked if the user is in a role assigned to the
operation, if it is, it will be able to execute the functionality, if it is not, the same check will be
carried out in the module at the application level.

If the user is not within any role assigned to the specific operation or to the group of operations
that contains it, the functionality cannot be executed.






Permissions

There are several different operations groups for an Application Security Module and a
Connection Security Module:

e The Security management operations contains the functionality for the Security
Management itself, for example: create users, create roles, assign roles, assign
operations to roles...

e The Application execution operations that control de execution of tools or capabilities
in the SES ENGINEERING Studio.

e Lifecycle management, including all Lifecycle Management capability operations. See
the Lifecycle Management Capabilities for the SES ENGINEERING Studio: User Guide for
more information.

e Traceability management, including all TRACEABILITY Management capability
operations. See the TRACEABILITY Management Capabilities for the SES ENGINEERING
Studio: User Guide for more information.

Following, the groups of operations that contain the application-level module and the
connection level module are presented:

Application security module

Security Management Operations
Application Execution Operations
RQA Operations

Lifecycle Management Operations
Risks & Alerts Operations

V&YV Operations

Traceability Management Operations
Content Manager Operations

SES ENIGINEERING Studio Operations
Universal Report System Operations

Connection security module

RQA Operations

Risks & Alerts Operations
V&YV Operations

Content Manager Operations
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SES ENIGINEERING Studio Operations

Universal Report System Operations




Custom Code Security Management

A Custom Code is the extensibility mechanism that allows to program and executes C# code
against SES ENGINEERING Studio for specific purposes: Quality metrics, V&V, suggest
traceability, filter information...

Codes must be controlled for security reasons. To configure code security management, we have
three options:

e Allow or not the execution of custom code checkbox, affecting all the SES ENGINEERING
Studio environment.

e If Allow custom code is enabled, it is possible to select the custom codes types allowed
in SES ENGINEERING Studio, one by one or the whole, to control the execution and
creation of Custom code.

e Delete all custom codes in the database button will delete all the existing Custom Codes
inside the Repository or Knowledge database.

I v’| Allow custom code I

Select the custom code types allowed

Custom code type
Ia KNOWLEDGE Manager - Reasoning Rule
RQA - Correctness Custom Code Metric

RQA - Completeness Custom Code Metric

J R KRN
>

Delete all custom codes







Security GUI Views

9 Security GUI Views

To access Roles & Users Management and Security Management tools, note that SES
ENGINEERING Studio has two ways for it, as represented in the next figure also showing the
Repositories of Knowledge databases, but also in the SES menu of the SES ENGINEERING Studio
tool.
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FIGURE 13

Roles & Users Management panels allow to create/add or remove Roles from the left panel
(Figure 14) and add Users in the existing Roles from the right panel (Figure 15).

" SES ENGINEERING Stucic - 0 x
SES  Connecons  LifleGycle  ChangeManagement  Quality V8V  Tracesbilty  Interoperabiity  Reports
& Roles & Users ) Security Management

& - %
Roles & users [owe |
User view  Acive Direclory rules view
5 Name Gescrgiicn | ||| users | active Directory Rutes | G
£ NewRoe o
£ e Fole Asminiausior [ia[vame Tyee
£ Production Pscduction User A 71 Administrator SE Suite Adminisirator

D e £ 72 SESAdministrator SE Suite Administrater
new
X Remove Role

FIGURE 14
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Database Users

Users:

Name
A Administrator

A SESAdministrater

Number of users: 2

Security Management Basics

- O X
« | Login Role
Admin SE Suite Administrator -
SESAdministrator SE Suite Administrator
oK Cancel

It is also possible to create /delete Users previously created in the Repository or Knowledge
database for the SES ENIGINEERING Studio User role from the previous window, by using the

next menus shown in Figure 16.

;
%
X
[

User

User configuration:

Name:

Add user
Edit user

Delete user(s)

Select all
Invert selection

Select none
Copy selection to clipboard

Refresh

Login:

Password:

Email:

Role:

SE Suite User

Confirm Password:

9
9

Mobile:

oK Cancel

Security Management panels allow to manage security, allowing to create the different kinds

of Security Modules.



Notice that the Security Configuration has two stages, Configurations actions, and Selected

Security GUI Views

Configurations actions, and different panels too inside of each stage:

To create a new Security Module, right click on configuration panel we use the menus shown in:

Configurations

o Security Modules (at application, functionality, and roles levels)
o Custom code security management (to manage custom code use)

Selected Configurations

o Functionality (Operations and Groups of operations)
o Roles (to be assigned to Operations)
o Users (included in Roles)

LS 'SES ENGINEERING Studio - o X
SES  Connections  LifeCycle  Change Management ~ Quality ~ V&V  Traceabilty  Interoperabilty  Reports
£ Roles & Users (J) Security Management
e} = %
Save

Security Configuration
Configurations

€]:0 | Name | Description Type

J Application level s Appiication level s Application se

W Allow custom cade
Select the custom code types allowed

| Gustom code type [

4
@ KNOWLEDGE Manager - Reasoning Rule
1] ROA - Correctness Custom Code Metric V|
v

RQA - Completeness Custom Code Metric

Delete all custom codes

Selected Configuration:
Security module name

Application level security module

Operation group name Role name

| securty Management Operatio|| New Role

Security module description

Opsration group description  Role description

Application level security module = || This group contains the exe: » || Description of the new Rol ~
Tool operation groups and tool operations contained in the secur Roles assigned to the selected tc Users and active directory rule:
icon | Name Description
4 A securty Management . Tris group containe e ~ | (|21 Mome | Deooipt Adtive Direciary Rules
. . ' User  Descript Users
(2} Manage security modu  Operation to manage s. .
2} Manage roles Operation to manage rt
&) Manage users Operation to manage u Q 71 Ad. SE.
=) Manage active director Operation to manage A a 72 sE. SE
(2 Assign or unassign ol Operation to assign or
(2 Save security module  Operation to save a sei
4 ) Application Execution {  This group contains the
(2 SES Server Execution Operation to control the
(@) KM Execution Operation 1o control thi
() SES ENGINEERING §  Operation to cantrol the
(2 SES RQA - Quality Stu Operation to control the
(%) SES TRACEABILITY £ Operation to control the
2 SES VAV Studio Exect Operation to control the w
Low ——+ — I—

FIGURE 18
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@ Security M

Security Configuration

Canfgurstions

| [Heme | Cemwvion  Tie
£ Conacion el Connesie s Connaton sessty

B Creste U worom securty mosle

X Remove securty mae

FIGURE 19

To assign Roles to Operations groups and/or operations we use the menu shown in Figure 20.

Ll SES ENGINEERING Studio = o x

SES Connections Life Cycle Change Management Quality Vav Traceability Interoperability Reports
#2 Roles & Users () Security

@ Security Management = X
Security Configuration sowe
Configurations: Selected Configuration:
| E— = crer ‘Security module name group name Role name
£ 10| Nama [Doserpion [ Type I | Agpiication level security module || Securty Managemant Oparatiol | Hew Roia

U Applcation level s Agplication level s Application 3¢ -
SRy HRd e Cerripion = etk i Lttt Mool
| Application level security module 4 || This group contains the exe« = | Description of the new Rol ~
" =l =
Tool operation groups and tool operations contained in the secur Roles assigned 1o the selected Ic Users and active directory rule:
]

Icon Name | Description I - ——————1
i — I,. 20 Name | Descript | | Active Directory Rules |
- e User  Descript Users

=) nodu
o aneg > Ao g ke Jia [ra [ry |
g ass X Unassign e R 71| Ad 8B ~

= ke R 72/ SE. SE
(£ Assign or unassign rok  Operation 10 8ssign o

2 Save security module  Operation 1o save a se:

4 [ ] (B Application Execution ¢ This group coniains the
o) 8 s& Executon
ROQA - Correctness Custom Code Metric b £ K Executi Operation to. -~
5 1] RQA - Completeness Custom Code Metric v/ o ses r

= " - P

| £ SESRQA-Quality S Oparation 1o control
(2 SES TRACEABILITY € Operation to control thi
|| {4 SES V&V Studio Exect Operation 1o control the v

| Delets ail custom codes

FIGURE 20

To assign Users to Roles we use the menus shown in Figure 21 (Roles View).
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FIGURE 21

The User view (Figure 22) and Active Directory rules view (Figure 23) tabs provide a summary
of specific information per user and Active Directory rules. Note that these views are not
editable.

= ‘SES ENGINEERING Studio - o x

SES  Connections ~ PWM  ChangeManagement  Quality ~ V&V  Traceabiity  Interoperabiity ~ Repots  DMS KM
P Roles & Users.

RRoles &

sers s %

Roles & users

Roles view | Uservicw | Active Directory rules view
[1d [Name Type ||| Tool Operation Groups/ Tool Operations | Roles
2 73 Administrator ‘SE Suite Administrator
| 74 SESAdministrator SE Suite Adrministrator Nome N == i
P) Connection C ~
4 Application Execution Operstions This group contains the operations to o
(21 SES Server Executon Gperation o control the execution of th
) KM Execution Operation to controlthe execution of the

(£ SES ENGINEERING Studio Execution | Operation to control the execution of the
() SES RQA- Qualiy Studio Execution  Operation to control the execution of
(2 SES TRACEABILITY Studio Execution  Operation to controlthe execution of th

(21 SES VAV Studio Execuion Operation to control the execution of
4 @ RQAGperations ‘This group contaiins the execution oper:

) Generate report Operation to generate report.

£ Assess qualiy Operation to asses qualiy.

Operation to

&3 Author werkproduet Operation to zuthor workproduct.

(21 Create snapshot Operation to create srapshot.

(23 Show qualty evolution Operation o show quality evolution

(21 Manage suggestions of the actve user  Operation to manage suggesions of

& Operation to

(£ Menage correciness metrics Operation to manage correciness met

metrics Operation to v

FIGURE 22
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'SES ENGINEERING Studio

SES Connections  Life Cycle Change Management  Quality V&Y Traceability Interoperabilty  Reports  DMS
« Roles & Users
# Roles & Users & X
Roles & users o
i - - = Roles
r loon  Name Description | ]I
- B rrwre— e

=] Operation it

) Marage roles Opersion io manage roles.

£ Manage users Operation to manzge users.

) Manage aciive directory nes Operation o manage Active Directory F

& Assign or unassign roke Operaticn to assign o Lnassign roke to

) Save security module

Operston tosave 2 security madule.

) SES Server Execution Operation o corirol the ex=cusion of e

£ KM Execution Operation o coriral the execuon of

) SES ENGIEERING Stuio Execuion  Opersiion o conirol the execuon af

£ SES RQA- Quality Studio Execution  Operaticn to cantrol the execuson of th

£ SESTRACEABIUTY Operaion x

) SES VAV Stutio Execution Operation 5 corirol the execuson of
4 (B ROAOpesions This group contains the exscution oper:

&) Generate report Operaticn to generate report.

& Assess qualey Operstion to asses qualy.

(B Assess quality with scalabiity platform _ Operation to assess qualiy with scalsbi v

5 ™~

Ll

FIGURE 23




Start Using Security Management

This chapter explains a typical example of the use of Security Management for SES
ENGINEERING Studio with the next simplified scope of work:

1. Open SES Engineering Studio and select a Repository or Knowledge database
2. Connect to that Repository or Database

3. Click on SES tab

‘SES ENGINEERING Studio

4. Go to Roles and Users.

Connections PWM Change Management Quality V&V Traceability Interoperability Reports DMS KM
£« Connections LI
© Viowsa G Viowss Toi
=~ |
tese © || Doors1 © || pdf (=] N
dentifier. Identifier T Identifer. }Sf
o =
Source ource Source
Microsoft Excel Requirements IBM Rational DOORS PDF
Connection Type: Connection Type: Connection Type:
‘Shared Shared Shared (5’
Last Usage Last Usage Last Usage &
11412025 2:49:57 PM 1/12/2025 10:58:40 AM 12/27/2024 4:28:13 PM Disconnec
RQADNGtest!3 =) pdf2 & || batchdoorssinproxy =)
Idenifier Idenifier Identier Q
0 5557 8453 3 5688 +
Source: Source Source: Add
IBM Doars Next Generation PDF IBM Rational DOORS Connection
Cannection Type: Connection Type: Connection Type:
Shared Shared Shared
Last Usage: Last Usage: Last Usage: ﬁf
12/23/2024 412:23 PM 12/23/2024 4:11:26 PM 12/18/2024 6:45:16 PM &
Edit
PDS Test Artifact (=} RQADNG17 (o) Connection
Identifier: Identifier:
0 5556 5547 ﬁ( Ll
aurce: Source: >4
|BM Doars Next Generation |BM Doars Next Generation Deleto
Connection Type: Connection Type: Connection(s)
Shared Shared
Last Usage Last Usage
12/18/2024 6:13:20 FM 12/18/2024 5:12:01 PM &
~/
Refresh
[
FIGURE 24
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SES Connections PWM Change Management Quality Vav Traceability Interoperability Reparts DMS KM

2 Roles & Users

R A X
Roles & users save
Userview  Active Directory rules view
0 | Name Description Users | Active Directory Rules | Groups and Operations | Notification channels
Vv 2. Admin Description of the new Rale
1d | Name Type
A 73 Administrator SE Suite Administrator
o 74 SESAdministrator SE Suite Administrator

¢  Window 1: Where roles are created.

e Window 2: Where user, AD Users or AD Groups are selected to be inside the role
selected in Window 1.

5. Inside Window 2 there are 2 principal Tabs
e Users: Users created inside SES Server.

e Active Directory Rules: Here it can be selected User, Machines or Groups of the
Active Directory. Right click on the Window 2, add Active Directory Rule, then
select the type (User, Group or Machine), then click on the magnifying glass, this
window will appear (image 29), then write down the criteria desired to look for the item,
select it and click on OK button.

Validation Rule — O X
Type:

User v | /O
ltem:




1.

Start Using Security Management

| Validation Rule — a X
Type:
IGroup 'I /O
ltem:
Accept Cancel
FIGURE 27
| Validation Rule — O Y
Type:
IComputer -—I /O‘
ltem:
Accept Cancel
FIGURE 28
[~ PP —— o x
————p

FIGURE 29

Using the SES tab on top, access to the Repositories window and select Security
Management on the Main menu (on the left).



SES ENGINEERING Studio: Security Management Basics

Ppe— - %
] Viewas cond () Viewsotatle
=-
EED sisisais iazr |
. - et &
i = % & % IAN
ke & Uows - ‘ - Comest
Source: Source: Source:
— vania TRamMaEzER pestech
S— Database Database Dalabase:
nowons TRANRG == o
0 Lost usage: Loct usage: o
A 124520 P TEneraoss #1208 P R 51212 P =
Sisteizat Er=— TesTiesT °
Identfier. Identifier: Identifier- E
o L - = =) .
OpenES Server. Source: Soures: Sourre’ Check:
TRANINGE2E000 Version
Dolabose Datosose Detabose
e F Trming
Lactusnge: Lot g Lactueage
ez stz e T2 s18s0Fm Ve am3e
= FOARAT Handeon 23¢ TesTmeaLs0H =
onitin darier dari
" @ o = m
Source: Source: Source:
TrmgSaUEXPRESS oot
Database Dotabase:
[RGA-RAT | 3 (english)
Lost o Lastusege:
e 1 16PM Tz nz s
Opon
i TEST ses_uewr 8,040 ‘ APITEST SES V23 - Temperature viarmor
Monbline = Wurtts Lot )

2. Right-click on the left panel and use the contextual menu to select. Create application
level security module.

ENGINEERING Studic = a X
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) Security Management
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B Create UTE project security module

FIGURE 31

3. This is going to populate the middle pane. Select a few groups of operation for the security
module.
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Now we are adding this configuration to the Admin role. Right-click on the right pane and
select Add existing Role in the contextual menu.
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+ s exiting e

[] Selecnssiest 1

FIGURE 33

Select the Admin role in the window and click OK. You are going to see that another panel
is going to appear on the right. Save the changes.

SES: Role Selection - O X
| Name | Deseription L &3
2, User Description of the new Role Users | Active Directory Rules
o namn Comeclcamiavotonoe
£, RQAAdmIn RQA Adminsitrator role H Id ‘ Name | Type
2, Production Psoduction User R 74 Dick SE Suite User
A 75 Paul SE Suite User
R 72 SESAdministrator SE Suite Administrator

FIGURE 34
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6. Now we are assigning the role to a specific connection. Click on the Connections tab and
then Select the Connections button.

SES Connections

& B

: Connections Module
Settings

Connections

7. Select Add Connection in the right menu or the contextual menu. A message pop-up
showing that SES Administrator does not belong to any role assigned to “Manage
connection” and therefore has no execution permissions. Notice that the message also
indicates Permission code: OG_0700_ETO_0040_ManageConnection, and Permission
description: Operation to manage connection.

SES ENGINEERING Studio X

i The user SESAdministrator does not belong to any role assigned to
the operation "Manage connection” and therefore does not have
execution permissions.

Permission code: OG_0700_ETO_0040_ManageConnection
Permission description: Operation to manage connection.

8. Let's go back the Roles & Users tab, using the top menu. Select the Admin role and use
Add User to Role in the contextual menu of the right panel to see the Database Users
window. Add the SESAdministrator user. Click Save.

9. Now, repeat the step 6. The SESAdministrator has permissions for establishing connections,
so you will get an Adding new connection window. Select the Microsoft Excel Requirements
option.



Start Using Security Management

Adding new connection o %

Knowledge Type Configuration Module Settings Security Information

Select the knowledge type connector:

Textual
1BM Rational ) :
D DOORS BE iequirements m Microsoft Word B Plain Text

#3p  PTC Windchill Y . W E Siemens
& s S/ Reqtify AW siemens polarion Teameenter

usom
[ s [ J—

Functional Behaviour

?h':zi‘“""‘d frmni FMu connector ::‘:Lﬁm
Logical Modeling
@) :“n"'::‘l’:"“""‘ =5 capela r; Capella File @ Enterprise Architect
@ MagicDraw ~J Papyrus m PowerPoint ‘3 Rhapsody =

oK Cancel

10. Click on the Configuration option on top and select the proper directory and file.

Adding new cannection o X
Search Directory:
DATW Q| |@
File Selector:
R =1

4 [4.0] System Requirements.xlsm

File(s): 1

oK Cancel

11. Click on the Information option on top to assign a name. Give it a proper name and save.

1. Go back to the Security Management tab and, using the top-left panel contextual menu,
select Create security module template.
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it

Create connection level security module

2

Create connection level security module from template

Create security madule template
Create traceability project security module

Create traceability module security module
Create UTE project security module

Create UTE workilow security module

b Gl UL |

Remove security medule

The new template is added. Notice that there is no Custom-code panel during its
configuration because a template can be only used to configure connection-level security
modules. RQA Operations should be selected in the middle panel. Now select Add existing
Role in the contextual menu of the right panel. You will get the SES Role Selection window.
Select RQAAdmin and click OK. Save the template.

SES: Role Selection - [} X

20| Name Description £
P User Description of the new Role Users | Active Directory Rules
£ Admin General administration role
£ RQAAsdmin RQA Adminsitrator role Id | Name Type
2. Production Psoduction User R 71 Administrator SE Suite Administrator

R 72 SESAdministrator SE Suite Administrator

R 75 Paul SE Suite User

OK Cancel

Now we are security template in the Security Configuration again in the Security Manager
area. Select the Create connection security module from template option right-clicking on
the left panel.
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£ Create connaction level security module

& Create connection level security module from template
Create security module template

B Create traceability project security module

B Create traceability module security madule

™ Create UTE project security module

2= Create UTE workflow security module

X Remove security module

FIGURE 41

2. You will a get a new Security Configuration window. Make it bigger to ease the operations.
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FIGURE 42

3. Select the Operations or Group of Operations for the Security Module, keeping it selected,
using the checkboxes. Click OK when done to return to the main Security Configuration
window.
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Now we are creating a connection using the security roles already created. Click on the
Connections tab and then Select the Connections button.

SES Connections

e B

: Connections Module
Settings

Connections

Edit the connection already created and go to the Security tab. Click on the Select a specific
configuration for the current connection configuration box if it is not to access the different
options. Check also that the RQA Operations group is selected.
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Editing connection - O x
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FIGURE 45

1. Now you are not allowed to execute a quality analysis using the Quality Management
capability. We are going to try doing it. Open the connection already created using the
Connections button (Figure 44) and select the Quality view.

‘a!\news ~ > QUALTY
‘ =

=
TRAGEABILITY

FIGURE 46

2. Using the contextual menu, select the Complete authentication option -> Correctness
option.
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A message pop-up showing that SES Administrator does not belong to any role assigned
to "Assess quality” and therefore has no execution permissions. The message also indicates
Permission code: OG_0700_ETO_0015_AssessQuality, and Permission description: Operation
to assess quality.

SES ENGINEERING Studio *
' . The user SESAdministrator does not belong to any role assigned to
the operation "Assess quality” and therefore does not have execution
permissions.

Permission code: OG_0100_ETO_0015_AssessQuality
Permission description: Operation to asses quality.

That means that SESAdministrator is not included in the Role RQAAdmiIn, which is a Role
with all the RQA operations execution permissions, so we are proceeding to assign SES
Administrator to that role.

Let's go back to Roles & Users. On the right pane, right-click and select Add User to Role.
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Users Active Directory Rules Groups and Operations

Id |Name Type
R 74 Dick SE Suite User
K| 75 Paul SE Suite User

-+ Add User To Role
¥ Remove User

6. Now select the SESAdministrator user in the list and click OK.

Database Users - (] X
Users:
Name ~ |Login Role
A Administrator Admin SE Suite Administrator -
R Dick Dick SE Suite User
R Paul Paul SE Suite User
A SESAdministrator SESAdministrator SE Suite Administrator

Number of users: 4

oK Cancel

7. Check that SESAdministrator is properly listed and Save the role view.

Save

Users Active Directory Rules Groups and Operations

Id |Name Type
R 74 Dick SE Suite User
R 72 SESAdministrator SE Suite Administrator

8. To help the security manager(s), you can know the affected Code editing the columns of
the operations in the Security Management to show the Code column, which is not shown
by default. Right-click on the titles of the middle pane to get a menu. Select Show Column
Chooser.
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lecon Code MName Description
» v @ 0G.0000 S 21 Sort Ascending This group conte ™
» [E 0G_0050_Ag| %) Sort Descending This group contt
» f©  oG_0s00_Un This group cont:
4 [ELI OG_0100_Rd = Show Column Chooser This group conte
OG_D100_ET| ) ) Operation to ger
& Y Filter Editor...
ﬂ OG_D100_ET| Operation to ass
Show Search Panel
5 OG_D100_ET| Operation to ass

£ 0G_0100_ET [I* Readjust Column Widths Operation ta aut

ﬂ OG_0100_ET| [ Manage Columns Operation to cre
ﬁ OG_0100_ETO_0035_ShowQuality Show quality ex  Operation to shc
ﬁ OG_0100_ETO_0040_ManageSug Manage sugge: Operation to ma

9. Click on the Code box to show the column.

Column Chooser “

lcon
Code

MName

ANEANEANEAN

Deescription

10. Now you should be able to execute the quality assessment. Follow the steps 1 to 3 of this
section to perform it.

In the next figure it is represented a Summary of the previous exercise:
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Annex 1: Security Permissions List

Security Management Operations

0OG_0000_SecurityManagementOperations

Security Management Operations

OG_0000_ETO_0010_ManageSecurityModules

Manage security modules

OG_0000_ETO_0020_ManageRoles

Manage roles

OG_0000_ETO_0030_ManageUsers

Manage users

OG_0000_ETO_0040_ManageActiveDirectoryRules

Manage active directory rules

OG_0000_ETO_0050_AssignOrUnassignRole

Assign or unassign role

OG_0000_ETO_0060_SaveSecurityModule

Save security module

Application Execution Operations

0OG_0050_ApplicationExecutionOperations

Application Execution Operations

OG_0050_ETO_0010_SESServerExecution

SES Server Execution

0G_0050_ETO_0015_KMExecution

KM Execution

0G_0050_ETO_0020_SESENGINEERINGStudioExecution

SES ENGINEERING Studio Execution

0G_0050_ETO_0025_SESRQAQualityStudioExecution

SES RQA - Quality Studio Execution

0OG_0050_ETO_0030_SESTRACEABILITYStudioExecution

SES TRACEABILITY Studio Execution

0G_0050_ETO_0035_SESVVStudioExecution

SES V&V Studio Execution

RQA Operations

0G_0100_RQAOperations

RQA Operations

OG_0100_ETO_0010_GenerateReport

Generate report

0G_0100_ETO_0015_AssessQuality

Assess quality

0G_0100_ETO_0020_AssessQualityScalability

Assess quality with scalability platform

0G_0100_ETO_0025_AuthorWorkproduct

Author workproduct

0G_0100_ETO_0030_CreateSnapshot

Create snapshot

0OG_0100_ETO_0035_ShowQualityEvolution

Show quality evolution

0OG_0100_ETO_0040_ManageSuggestionsOfTheActiveUser

Manage suggestions of the active user

0OG_0100_ETO_0045_ManageAggregatedSpecifications

Manage aggregated specifications

OG_0100_ETO_0050_ManageCorrectnessMetrics

Manage correctness metrics

0OG_0100_ETO_0055_ManageCompletenessMetrics

Manage completeness metrics

0G_0100_ETO_0060_ManageConsistencyMetrics

Manage consistency metrics

0G_0100_ETO_0065_ManageAuthoringPatternsGroups

Manage authoring patterns groups

OG_0100_ETO_0070_ManageProjectSuggestions

Manage project suggestions

0OG_0100_ETO_0075_ManageProjectConfiguration

Manage project configuration

0OG_0100_ETO_0080_ManageCustomCodeReports

Manage custom code reports

0OG_0100_ETO_0085_ManageCustomCodeMetrics

Manage custom code metrics

0OG_0100_ETO_0090_RQABatchCreateCustomReport

RQA Batch - Create custom report

0G_0100_ETO_0095_RQABatchProjectCredentials

RQA Batch - Manage project credentials

0G_0100_ETO_0100_ManageModuleConfigurationLoader

Manage module configuration loader

0OG_0100_ETO_0105_ManageMetricsSetBaselines

Manage metrics set baselines

0OG_0100_ETO_0110_ManageDefaultMagnitudes

Manage default magnitudes

0OG_0100_ETO_0115_ManageSpecialSentences

Manage special sentences

0OG_0100_ETO_0120_ManageOntologyNouns

Manage ontology nouns

0G_0100_ETO_0125_ManageOntologyVerbs

Manage ontology verbs
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0OG_0100_ETO_0130_ManageWhitelistManager

Manage whitelist manager

OG_0100_ETO_0135_ManageBlacklistManager

Manage blacklist manager

0OG_0100_ETO_0140_RecalculateDictionaries

Recalculate dictionaries

0OG_0100_ETO_0145_ManageSpellcheckerSettings

Manage spellchecker settings

Lifecycle Management Operations

0G_0200_LifeCycleManagementOperations

Lifecycle Management Operations

0OG_0200_ETO_0010_ShowProjectsList

Show projects list

0G_0200_ETO_0020_0OpenProject

Open project

0G_0200_ETO_0030_ManageProject

Manage project

0G_0200_ETO_0040_ShowGraphicalinformationInProject

Show graphical information

0G_0200_ETO_0050_ViewLoglInProject

View log

0OG_0200_ETO_0060_ManageConfigurationinProject

Manage configuration

0G_0200_ETO_0070_ManageVersionInProject

Manage version

0OG_0200_ETO_0080_SaveProject

Save project

0G_0200_ETO_0100_ManageActivitylnProject

Manage activity

OG_0200_ETO_0110_AssessInProject

AssessQuality

OG_0200_ETO_0120_ManageProgressAndState

Manage progress and state

0G_0200_ETO_0130_ManageGantt

Manage gantt

0OG_0200_ETO_0140_UpdateTechnicalManagementinProject

Update technical management

0OG_0200_ETO_0150_ShowTemplatesList

Show templates list

0OG_0200_ETO_0160_OpenTemplate

Open template

0OG_0200_ETO_0170_ManageTemplate

Manage template

OG_0200_ETO_0180_SaveTemplate

Save template

0G_0200_ETO_0190_FinishTemplate

Finish template

0OG_0200_ETO_0200_ShowGraphicallnformationInTemplate

Show graphical information

0G_0200_ETO_0210_ManageVersioninTemplate

Manage version

0G_0200_ETO_0220_ViewLogInTemplate

View log

0G_0200_ETO_0240_ManageActivityInTemplate

Manage activity

Risks & Alerts Operations

0G_0300_RisksAndAlertsOperations

Risks & Alerts Operations

0G_0300_ETO_0010_CanAddAlertPackages

Add Alert Packages from SES ENIGINEERING Studio

OG_0300_ETO_0020_CanEditAlertPackages

Edit Alert Packages from SES ENIGINEERING Studio

OG_0300_ETO_0030_CanRemoveAlertPackages

Remove Alert Packages from SES ENIGINEERING Studio

0G_0300_ETO_0040_CanAddAlerts

Add Alerts from SES ENIGINEERING Studio

0G_0300_ETO_0050_CanEditAlerts

Edit Alerts from SES ENIGINEERING Studio

0G_0300_ETO_0060_CanRemoveAlerts

Remove Alerts from SES ENIGINEERING Studio

0G_0300_ETO_0070_CanCheckAlerts

Check Alerts from SES ENIGINEERING Studio

0G_0300_ETO_0060_CanRemoveAlerts

Remove Alerts from SES ENIGINEERING Studio

0OG_0300_ETO_0070_CanCheckAlerts

Check Alerts from SES ENIGINEERING Studio

OG_0300_ETO_0050_CanEditAlerts

Edit Alerts from SES ENIGINEERING Studio

0OG_0300_ETO_0060_CanRemoveAlerts

Remove Alerts from SES ENIGINEERING Studio

V&YV Operations

0G_0400_VVOperations

V&V Operations

0OG_0400_ETO_0010_OpenSystemVerificationTemplates

Open System Verification templates

0OG_0400_ETO_0015_ManageSystemVerificationTemplates

Manage System Verification templates
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0OG_0400_ETO_0020_OpenSystemValidationTemplates

Open System Validation templates

0OG_0400_ETO_0025_ManageSystemValidationTemplates

Manage System Validation templates

0OG_0400_ETO_0030_OpenBlockVerificationTemplates

Open Block Verification templates

0OG_0400_ETO_0035_ManageBlockVerificationTemplates

Manage Block Verification templates

0OG_0400_ETO_0040_OpenBlockValidationTemplates

Open Block Validation templates

OG_0400_ETO_0045_ManageBlockValidationTemplates

Manage Block Validation templates

0OG_0400_ETO_0050_OpenActionVerificationTemplates

Open Verification Action templates

0OG_0400_ETO_0055_ManageActionVerificationTemplates

Manage Verification Action templates

0OG_0400_ETO_0060_OpenActionValidationTemplates

Open Validation Action templates

0OG_0400_ETO_0065_ManageActionValidationTemplates

Manage Validation Action templates

0OG_0400_ETO_0070_OpenActionVerification

Open Verification Actions

0OG_0400_ETO_0075_ManageActionVerification

Manage Verification Actions

OG_0400_ETO_0080_OpenActionValidation

Open Validation Actions

OG_0400_ETO_0085_ManageActionValidation

Manage Validation Actions

OG_0400_ETO_0090_EvaluateVerificationAccess

Evaluate Verification Access

OG_0400_ETO_0095_EvaluationValidationAccess

Evaluate Validation Access

OG_0400_ETO_0100_ReportDocumentVerificationAccess

Verification Reporting Access

OG_0400_ETO_0115_ReportDocumentValidationAccess

Validation Reporting Access

OG_0400_ETO_0120_ReportMatrixVerificationAccess

Verification RTVM Access

OG_0400_ETO_0125_ReportMatrixValidationAccess

Validation RTVM Access

OG_0400_ETO_0130_FormGenerationVerificationAccess

Verification Form Generation Access

0OG_0400_ETO_0135_FormGenerationValidationAccess

Validation Form Generation Access

OG_0400_ETO_0140_FormlImportingVerificationAccess

Verification Form Import Access

0OG_0400_ETO_0145_FormlImportingValidationAccess

Validation Form Import Access

Traceability Management Ope

rations

0G_0500_TraceabilityManagementOperations

Traceability Management Operations

0OG_0500_ETO_0010_OpenTraceabilityProject

Open traceability project

0OG_0500_ETO_0015_ManageTraceabilityProjects

Manage traceability projects

0OG_0500_ETO_0020_LoadUnloadTraceabilityModule

Load/Unload traceability module

0OG_0500_ETO_0025_OpenTraceabilityModule

Open traceability module

0OG_0500_ETO_0030_ManageTraceabilityModules

Manage traceability modules

0G_0500_ETO_0035_ShowModuleMapPanel

Show module map panel

OG_0500_ETO_0040_GenerateReport

Generate Report

OG_0500_ETO_0045_ManageTraces

Traceability Management Operations

0OG_0500_ETO_0050_ShowTraceDetails

Open traceability project

0OG_0500_ETO_0055_ShowlImpactAnalysis

Manage traceability projects

0OG_0500_ETO_0060_ChangeTraceState

Load/Unload traceability module

0OG_0500_ETO_0065_ShowTraceabilityMatrix

Open traceability module

Content Manager Operations

0G_0600_ContentManagerOperations

Content Manager Operations

0G_0600_ETO_0010_ManageViews

Manage views

OG_0600_ETO_0015_SaveContentManager

Save content manager

0OG_0600_ETO_0020_SaveAsContentManager

Save as content manager

0G_0600_ETO_0025_ModifyGridVisualization

Modify grid visualization

0OG_0600_ETO_0030_ModifyAttributesValue

Modify attributes value

0OG_0600_ETO_0035_ShowMenuBar

Show menu bar

0G_0600_ETO_0040_ShowDocumentPane

Show document pane
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OG_0600_ETO_0045_ShowContentPane

Show content pane

0OG_0600_ETO_0050_Managelnteroperability

Manage interoperability

0G_0600_ETO_0055_ManageRowProperties

Manage row properties

0OG_0600_ETO_0060_ManageColumnsAndAttributes

Manage columns and attributes

SES ENGINEERING Studio Operations

0OG_0700_EngineeringStudioOperations

SES ENIGINEERING Studio Operations

0OG_0700_ETO_0015_ManageRolesAndUsers

Manage roles and users

0OG_0700_ETO_0020_ManageSecurity

Manage security

OG_0700_ETO_0025_ManageTraceability

Manage traceability

OG_0700_ETO_0030_ManageReportTemplate

Manage report template

0OG_0700_ETO_0035_0penConnection

Open connection

0OG_0700_ETO_0040_ManageConnection

Manage connection

OG_0700_ETO_0045_ManageModuleConfiguratorLoader

Manage module configurator loader

OG_0700_ETO_0050_CanAddRequirementEngineering

Add requirement from SES ENIGINEERING
Studio

OG_0700_ETO_0055_CanEditRequirementEngineering

Edit requirement from SES ENIGINEERING
Studio

0OG_0700_ETO_0060_CanRemoveRequirementEngineering

Remove requirement from Engineering

0OG_0700_ETO_0061_CanShowModulesConfiguration

Show Modules Configuration

0OG_0700_ETO_0062_CanManageModuleConfiguration

Manage Module Configuration

0OG_0700_ETO_0065_CanManageFormalization

Manage Formalization

0OG_0700_ETO_0067_CanManageRolesInAccessLevel

Manage Roles In Access Level

OG_0700_ETO_0071_CanManageUseChangeRequest

Manage Use Change Request

OG_0700_ETO_0072_CanManageRolesInChangeRequest

Manage Roles In Change Request

0G_0700_ETO_0075_CanManageVisualWorkproductID

Manage Visual Workproduct ID

0G_0700_ETO_0079_CanManagePendingChangeRequests

Manage Pending Change Requests

0G_0700_ETO_0080_CanShowChangeRequestsHistory

Show Change Requests History

0OG_0700_ETO_0082_CanManageRequestedChanges

Manage Requested Changes

OG_0700_ETO_0083_CanManageResolution

Manage Resolution

0OG_0700_ETO_0084_CanManageExclusiveAccessLevel

Manage Exclusive Access Level

0OG_0700_ETO_0085_CanDeleteContentIinRepository

Delete content in Repository

Universal Report System Operations

0OG_0800_UniversalReportSystemOperations

Universal Report System Operations

0G_0800_ETO_0010_CanAddNewDocumentTemplateOperation

Add new document template

0G_0800_ETO_0015_CanEditDocumentTemplateOperation

Edit document template

0G_0800_ETO_0020_CanRemoveDocumentTemplateOperation

Remove document template

0OG_0800_ETO_0025_CanViewTemplateOperation

View template

0OG_0800_ETO_0030_CanExportSelectedTemplatesOperation

Export selected templates

0OG_0800_ETO_0035_CanlmportTemplatesOperation

Import templates

OG_0800_ETO_0040_CanCreateReportFromTemplate

Create report from template

OG_0800_ETO_0045_CanPersistReportAsME

Persist report as ME

0G_0800_ETO_0050_CanSaveReportinLocal

Save report in local




Annex 2: Minimum Security Configuration

The SES Suite provides a series of different capabilities like generation of Roles (Bullet 1 in
Figure 55Error! Reference source not found.) and Security Management (Bullet 2 in Figure
55).

These capabilities are defined inside SES Server application, managed by any Admin user.
Based on this scope, the set of capabilities to analyze are the following:

e Application Execution Operations
o SES Server Execution
o KM Execution
o SES ENGINEERING Studio Execution
o SES RQA - Quality Studio Execution
¢ RQA Operations
o Generate report
o Assess quality
o Show quality evolution
e Content Manager Operations
o Manage views
Save content manager
Save as content manager
Modify grid visualization
Modify attributes value
Show menu bar
Show document pane
Show content pane
Manage interoperability

0 O 0O O O O O O ©O

Manage row properties

o  Manage columns and attributes
e Engineering Studio Operations

o Open connection

o Manage connection

o Show Modules Configuration

o Show Change Requests History

The other sections shall remain unchecked.



SES ENGINEERING Studio: Security Management Basics

5 Systems Engineering Suite Server - B x
“ Systems Engineering Suite Server > @
E kM o
i W sioo
Licensef Roles & User Security Scheduled Email SKB Repositories NLP Started
Management ffmanagemeng |, tasc  notification Assets Configurations
Licensing Synchronization SKB Assets Databases SES Service
Security Configuration save

Default functionality execution permission:
(This op

Mot a

E Allow

Configurations

Name Description Type

¢ Connection level s Connection level s Connect
() Application level s Application level s Applicati

/| Allow custom code
Select the custom code types allowed

Custom code type
a KNOWLEDGE Manager - Reasening Rule

ROA - Correctness Custom Code Metric

Delete all custom codes

Security module name

Security module description

n defines the default functionality execution permission in case there is no security module in the database)

Selected Configuration

Operation name

Application level security module SES Server Execution

Operation description

Application level security module Operation to control the exec

Name
» B, Securty Management C
4 E Application Execution C
V| £ SES Server Execution
/| & KM Execution
~ E' SES ENGINEERING St
W IEI SES RQA - Quality Stuc
0y SES TRACEABILITY SI
2y SES V&V Studio Execu
4| {5 RQAOperstions
) Generate report

Description

lcon Name

VP Admin

This group contains the |« tescriph
This group contains the =y
Operation to control the
Operation to control the
Operation to cantrol the
Operation to control the
Operation to control the
Operation to control the
This group contains the
Operation to generate re | ~ 1 L]

Role name

Admin

Role description

Description of the new Role

Active Directory Rules

Users

A
2

Id |Na.
73 Ad.
74| SES...

Type
SES..
SES..

Tool operation groups and tool operations contained in the securit Roles assigned to the selected too Users and active directory rules

This section provides the description of each feature, including the eventual dependencies
between features (if any) and the columns corresponding to the abovementioned roles,
indicating whether or not the feature shall be assigned to this role.

NOTE: this configuration of permissions is just a suggestion from The REUSE Company; the
customer shall decide which is the proper configuration to be assigned.



Main

Sub

Description

Dependencies

Admin
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Onto Mngr

Quality

Operation

Application

operation/Feature

SES Server
Execution

Allows the execution of SES
Server. You must have it, to
connect to the different
databases in SES Server

KM Execution

Allows the execution of
Knowledge Manager. You must
have it, to connect to the
different databases in KM

SES ENGINEERING

Allows the execution of SES
ENGINEERING Studio. You must

Project
Mngr Req Author

. . h . h X X X X
Execution Studio Execution ave it, to connect to the None
Operations different databa.ses
SES RQA — Quality Allows the.executlon of
. . RQAStudio.exe as an X X X X
Studio Execution . L
independent application
Allows the execution of
SES T.ARCEAB”.'ITY TRACEABILITYStudio.exe as an
Studio Execution . L
independent application
. Allows the execution of
SES V& .StUdlo V&VStudio.exe as an
Execution . s
independent application
Enables Short worksheet Quality
RQA Generate report Report and Full worksheet SES ENGINEERING < <
Operations P Quality Report tabs inside RQA Studio Execution

Quality view
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Main

Operation

Sub
operation/Feature

Description

Dependencies

Admin

Onto Mngr

Quality
Mngr

Project
Mngr

Req Author

Open Connection

Assess quality

Enables Assess Quality
functionality inside RQA Quality
view

SES ENGINEERING
Studio Execution

Open Connection

Enables Evolution Scoreboard

SES ENGINEERING

Show anllty option in the Quality Studio Execution x x
evolution .
Scoreboard Panel Open Connection
SES ENGINEERING
Author Operation to author Studio Execution X X X
workproduct workproduct

Open Connection

SES ENGINEERING

RQA Create snapshot Operation to create snapshot Studio Execution X X
Operations .
Open Connection
SES ENGINEERING
Show quality Operation to show quality Studio Execution « «
evolution evolution )
Open Connection
Manage . SES ENGINEERING
suggestions of the Operation to manage Studio Execution x x
. suggestions of the active user .
active user Open Connection
Manage ; SES ENGINEERING
aggregated Operation to manage Studio Execution « «
e aggregated specifications A
RQA specifications Open Connection
Operations SES ENGINEERING

Manage
correctness metrics

Operation to manage
correctness metrics

Studio Execution

Open Connection




Main

Sub

Description

Dependencies

Admin
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Onto Mngr

Quality

Project

Req Author

Operation

operation/Feature

SES ENGINEERING

Mngr

Mngr

Manage Operation to manage i ;
completeness P 9 Studio Execution X X
. completeness metrics A
metrics Open Connection
) SES ENGINEERING
. Manage ' Opera.tlon to manage Studio Execution « «
consistency metrics consistency metrics .
Open Connection
SES ENGINEERING
Manage authoring | Operation to manage authoring Studio Execution « «
atterns groups atterns groups
P group P group Open Connection
) ) ) SES ENGINEERING
Manage ?I’O_ject Operation to mz:nage project Studio Execution «
suggestions suggestions
99 99 Open Connection
] ) ) SES ENGINEERING
Manage prgject Operation tq manage project Studio Execution «
configuration configuration B
Open Connection
SES ENGINEERING
RQA Manage custom Operation to manage custom Studio Execution
Operations code reports code reports .
P P P Open Connection
SES ENGINEERING
Manage custom Operation to manage custom Studio Execution
code metrics code metrics )
Open Connection
SES ENGINEERING
RQA Batch - Create Operation to RQA batch - Studio Execution «
custom report create custom report .
Open Connection
ROA Batch - i SES ENGINEERING
MaSa eat:o'ect Operation to RQA batch - Studio Execution «
RQA ge proj manage project credentials )
) credentials Open Connection
Operations

Operation to manage module
configuration loader

SES ENGINEERING
Studio Execution
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Main

Operation

Sub

operation/Feature

Description

Dependencies

Quality
Mngr

Project

Admin Mngr

Onto Mngr Req Author

Manage module
configuration
loader

Open Connection

Manage metrics

Operation to manage metrics

SES ENGINEERING
Studio Execution

set baselines set baselines . X X
Open Connection
) SES ENGINEERING

Managg default Operation to manage default Studio Execution « «

magnitudes magnitudes )

Open Connection
SES ENGINEERING

Manage special Operation to manage special Studio Execution « «

sentences

sentences

Open Connection

Manage ontology

Operation to manage ontology

SES ENGINEERING
Studio Execution

X
nouns nouns
Open Connection
SES ENGINEERING
Manage ontology Operation to manage ontology Studio Execution «
verbs verbs .
Open Connection
SES ENGINEERING
RQA Manage whitelist Operation to manage whitelist Studio Execution «
O ti manager manager )
perations g g Open Connection
‘ . . SES ENGINEERING
Manage blacklist Operation to manage blacklist Studio Execution «
manager manager A
Open Connection
SES ENGINEERING
Recalculate Operation to recalculate Studio Execution «
dictionaries dictionaries .
Open Connection
SES ENGINEERING
Manage .
RQA spellche?:ker Operation to manage Studio Execution «
Operations . spellchecker settings .
settings Open Connection
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Main Sub A . . Quality Project
Operation Operation/Feature Description Dependencies Admin Onto Mngr Mngr Req Author
Enables Manage views SES ENGINEERING
functionality inside a . )
. . Studio Execution
Manage views connection. X X X X
Right click -> views -> Manage Open Connection
Content views
Manager Enables Save views functionality | SES ENGINEERING
Operations Save content inside a connection. Studio Execution X X X X
Right click -> Save views Open Connection
Enables Save current view as SES ENGINEERING
Save as content new inside a connection. Studio Execution « « « «
manager Right click -> Save current view .
Open Connection
as new
Ena?)les .a|| Eunctlonalltles from SES ENGINEERING
. . Visualization Model folder . )
Modify grid o ) Studio Execution
L2 inside a connection. X X X X
visualization - - P
Right click -> Visualization Oben Connection
Model P
SES ENGINEERING
) ) All if ; Studio Execution
Modify attributes ows to modify a!ttr.lbute / .
property values inside a Open Connection X X X X
Content value i
Manager connection Manage columns
Operations and attributes
Show document L . i Studio Execution
inside a connection. X X X X
pane - 1
Right click -> panes-> .
Open Connection
Document pane
Ehables panes functlonallty that SES ENGINEERING
displays the content zone inside . .
. Studio Execution
Show content pane a connection. X X X X
Right click —>pr:]r;es—> Content Open Connection
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Main

Operation

Sub

Quality Project

ENGINEERING
Studio
Operations

e e Description Dependencies Admin Onto Mngr Mngr Mngr Req Author
qunnciziZIsi:arttobr::rI\r;ge SES ENGINEERING
Manage ) v 9 Studio Execution X X
interoperability’ interoperability CRUD.
Right click -> Start Binding Open Connection
Enables the functionality to SES ENGINEERING
Manage row manage the rows properties. Studio Execution X X X X
properties
Right click -> Rows Open Connection
Enables the functionality to
manage CRUD functions on SES ENGINEERING
Manage columns columns and on attributes / Studio Execution « . . .
and attributes properties.
Right click -> columns -> Open Connection
manage columns
Open connection Allows to open a connection in SES ENGINEERING « « « « «
P SES ENGINEERING Studio Studio Execution
Allows to manage a connection
Manage in SES ENGINEERING Studio SES ENGINEERING « « «
connection (Add, Edit or Delete a Studio Execution
connection)
Show Modules Enables Modules Settings SES ENGINEERING « « « « «
Configuration option in the Connections tab Studio Execution
Show Change Allows view history window in SES ENGINEERING « «
Requests History the Change Management tab Studio Execution

! This process requires an additional license for interoperability.



The REUSE Company

The REUSE Company is an organization specialized in the application of
Semantic Representation and Analysis Technologies to a wide range of
industries (Aerospace, Defense, Automotive, Naval, Health, ...). Our

customers are usually (but not limited to) safety-oriented organizations.

Our focus is on System/Software Reuse, Traceability and Quality applied to
all types of work-products throughout the whole SE lifecycle (requirements,
SysML Models, physical models, tests cases, data results, manuals, natural
language descriptions, fault trees, etc.). The integration of tools and
technology from The REUSE Company facilitates the representation, analysis
and exploitation of knowledge allowing for a knowledge-centric system
engineering approach.

Our mission is to promote system/software and knowledge reuse within any
organization, by offering processes, methods, tools and services that make it
possible. We offer technology that is fully integrated within the
organization's production chain.




